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Information Security 
Education & Awareness

Project Phase - II

INFORMATION 
SECURITY 
AWARENESS
keeping yourself and your family safe in a tech 

driven world

www.infosecawareness.in

Leading a Secured Digital 

Life…….

Desktop Security 
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•Generation of Core Research manpower 
• Formal, Non Formal Courses
• Faculty Training
• Short term/Specialized courses for Professionals

•Training for Government Personnel
•Awareness Campaign

PURPOSE OF ISEA
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Area Category No’s Description

Academic ISRDCs 4 IISc. Bangalore, IIT – Bombay, Madras, Guwahati

RCs 7 IIT-Roorkee, Kharagpur ; NIT-Jaipur, Surathkal, 
Rourkela, Surat, Warangal

PIs

Category I 23 10 NITs, 5 IIITs, 2 CoE, etc.

Category II 13 13 CDAC & NIELIT Centres

Category III 
(Special Category)

5 5 State Technical Universities -Gujarat, West Bengal, 
Tamil Nadu, Madhya Pradesh and Telangana

Total 52

Area Category No’s Description

GOT Implementing 
Agencies

16 12 CDAC & NIELIT Centres, ERNET,  NIC, CERT-In, STQC

Implementation Structure

Area Category No’s Description

Awareness -- 1 CDAC Hyderabad (through RCs, PIs, etc.)
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Delivery Mechanism
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Leading a Secured Digital 

Life…….

Online Teachers Training  on 
Cyber Safety and Security 

keeping yourself and your family safe in a 
tech driven world

www.infosecawareness.in
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Desktop Security
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" The olden phrase is 
always golden... 

Prevention is Better than 
Cure."



New Phrases of Security:

 “Prevention is Better 
than Fraud”

“Prevention is Better 
than a Security Breach”

“Prevention is Better 
than Data loss”



Desktop Security



Why to secure a Desktop

⦿ A personal computer used without proper security measure could lead to 

exploiting the system for illegal activities using the resources of such 

insecured computers

⦿ The results may be data theft, data loss, personal information disclosure, 

stealing of credentials like passwords etc. 

⦿ Protecting and securing Personal Computer before it is compromised



Starting from Installation

⦿ Installation of Licensed Operating System and applications 

⦿ Read the “Terms and Conditions” / “License Agreement” provided by  

vendor/software before installation 



Look what is being installed

⦿ Use the authorized software provided by the 
Vendor/official websites to install your

⦿ Motherboard drivers
⦿ Monitor drivers
⦿ Audio & Video drivers
⦿ Network drivers
⦿ Any other software....



BIOS Settings

⦿ BIOS (Basic Input / Output System) Settings

◼ Computers BIOS is the first program that runs when computer is started. You 

can tell the BIOS to ask for a password when it starts, thus restricting access to 

your computer



⦿ Q.1 What is BIOS
⦿ Board Input/Output System
⦿ Basic Input/output Security
⦿ Basic Input/Output System
⦿ Border Input/Output Security



⦿ Operating System is the important program that runs

 on the computer 

⦿ It is responsible for us to secure the system by not 
allowing the unauthorized users to access the system 



OS Security

⦿ Enable Auto-updates of your Operating System and update it regularly.

⦿ Strong password should be used for “Admin” Account on computer and for other 

important applications like E-mail client, Financial Applications (accounting etc).

⦿ Backup: Periodically backup your computer data on CD / DVD or USB drive etc.. in 

case it may get corrupted due to HardDisk failures or when reinstalling/format ting the 

system.

⦿ Recovery Disk: Always keep recovery disk supplied by Manufacturer / Vendor of the 

Computer System to recover the Operating System in the event of boot failures due to 

system changes such as uncerificated Drivers/unknown Software publisher.

⦿ Startup programs should be monitored / controlled for optimal system performance.



⦿ Password represents  the identity of an individual for an 
account 







⦿ When you leave your home, we will lock our doors 

for securing our property, and we can also secure 

our property from thieves 

⦿ The same security is required for  computer 

since Internet connection leaves system vulnerable 

to hackers who want to access 

 personal information from PC.





◻ Activate a password for the screen saver so that when ever 
the operations are not active it will lock the computer 
automatically after particular period of time.

◻ Always use a strong password for your operating system to 
protect the system from unauthorized users.

 An example of a good password is Th!5iS@g0odP4s5wD



⦿ Turn off file sharing in the computer when there is no need to 
access files in that system.

⦿ Delete the software’s and features of the operating systems 
which are not in use.



⦿ Update the operating system with the latest patches 
mainly with critical security updates for the operating 
system.

⦿ Backup critical data which will be helpful in case of 
operating system failure. 

⦿ Use an updated anti virus software to protect the 
operating system from a virus.



Security Issues

⦿ Anyone can join if no password is set or if they get 
to know the access code

⦿ Malicious links may be sent in chats to extract 
information

⦿ Data shared using third parties might be used to 
obtain information

⦿ Regularly update for the patches
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Best Practices

⦿ Always review the security and privacy settings 

⦿ Information about the meeting can be given only 
to concerned individuals via authorized emails

⦿ Providing restriction to access will restrict 
participants

⦿ Lock the meeting once all valid participants are 
joined. The host has to monitor whether only the 
intended participants have joined

⦿ Participants should be aware of their surroundings 
while speaking and using camera
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Best Practices

⦿ Give information to others in the meeting on a 
need to know basis 

⦿ Kids or other individuals who have classes should 
focus on the only on the topic mentioned and not 
divulge personal information

⦿ Once the meeting is over, revoke all the settings
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Secure Usage of YouTube

• Spam and deceptive practices 

• YouTube doesn’t allow anything that artificially increases the number of 
views, likes, comments, or other metric either through the use of 
automatic systems or by serving up videos to unsuspecting viewers. 

• Additionally, content that solely exists to incentivize viewers for 
engagement (views, likes, comments, etc) is prohibited.

• If you're posting content

• A video that tries to force or trick viewers into watching another video 
through deceptive means

• Policy Says the content will be removed by the website



Policy on impersonation
• A channel that copies another channel's profile, 
background, or overall look and feel in such a way that 
makes it look like someone else's channel. 

• The channel does not have to be 100% identical, as 
long as the intent is clear to copy the other channel. 

• Personal impersonation: Content intended to look like 
someone else is posting it.



Links in your Content
• Links that send users to websites featuring content that violates 
our Community Guidelines are not allowed.

• Links to pornography Links to websites or apps that install 
malware 

• Links to websites or apps phishing for a user’s login credentials, 
financial information, etc. 

• Links to websites, apps, or other information technology that give 
unauthorized free access to audio content, audiovisual content, 
full video games, software, or streaming services that normally 
require payment 



• Links to websites that seek to raise funds or recruit for 
terrorist organizations 

• Links to sites containing Child Sexual Abuse Imagery 
(CSAI)



ANY QUESTIONS ?



Follow us
www.infosecawareness.in

https://www.facebook.com/infosecawareness
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https://www.youtube.com/channel/UCWPB
KQryyVvydUy4rYsbBfA

https://plus.google.com/u/0/106937869
860139709031/posts

isea@cdac.inEmail id:


